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Briefing Note
USA PATRIOT Act and itsImplications for Canadian Libraries

Background:

The USA PATRIOT Act

The USA PATRIOT Act* was passed in the wake of September 11, 2001 to provide U.S. law
enforcement with new measures to expanded surveillance capability while minimizing procedurd
obstacles. Section 215 of the PATRIOT Act servesto amend the Foreign Intelligence Surveillance
Act? (FISA) to simplify procedures for the FBI to access business records relaing to foreign
intelligence gathering. This essentidly lowers the former standard of “ specific and articulable facts’, now
alowing requedts for an order of production of “any tangible things’ including *books, records, papers,
documents and other items” of any subject.

Within the U.S., many civil liberty groups and library advocacy groups such as the American Library
Association are debating whether or not the provisions of the Act, particularly section 215, violate the
essence of condtitutionally-protected rights, such as freedom of speech and religion, aswell as
protection from unreasonable searches and seizures.

In addition to these powers granted under the PATRIOT Act, law enforcement agentsin the US are
aso able to access business records without probable cause by utilizing nationa security letters or
grand jury subpoenas.* A nationa security letter (NSL) is an administrative subpoenathat alows an
FBI supervisory officia to request particular records that relate to counterintelligence or terrorism
investigations from third parties, such as telephone and Internet activity records, as wel asfinancid and
credit records from banks and other financia ingtitutions. Much like Section 215 orders, NSLs have the
same force and effect as a court order and prohibit recipients from disclosing their existence.
Alternatively, agrand jury isa U.S. congtitutiona creation composed of between 16 and 23 civilian
jurors who investigate the existence of possible crimina conduct under the auspices of a prosecutor.

! The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT Act) of 2001, Pub. L. 107-56, 115 Stat. 272.

250 U.S.C. §1861 (1978).

3 Quail, Jim “ USPATRIOT Act extends its tentacles into Canada”. Vancouver Sun, Monday June 28, 2004.

4 Geist, Micheal and Milana Homsi, The Long Arm of the USPATRIOT Act: A Threat to Canadian Privacy? A Submission on
the USA PATRIOT Act to the B.C. Information and Privacy Commissioner. July 2004.
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Thereis case law within the US (Whitehouse®), supporting the fact that the grand jury has substantial
investigatory power and can investigate on the mere suspicion that the law is being violated without the
need for probable cause. Grand juries can subpoena virtudly any person or relevant document and do
not operate according to many of the rules of evidence. These juries operate in secrecy and investigate
on an ex parte basis (they are the only individuas present).

Implications for Canadian Libraries

There is now concern that Canadians are being subject to privacy invasions by US officids. The reach
of the PATRIOT Act includes al persons and entities subject to U.S. law. That includes American
resdents, contractors incorporated in the U.S., and also companies based in other jurisdictions --
including Canada -- that have a corporate presence in the U.S°. This meansthat if a business based out
of Canada entersinto contracts that give custody, control or access to persond information about
Canadian residents to contractors within the reach of American law, the information is subject to
compulsory disclosure to American law enforcement officias, with no opportunity for our government
or the affected people to have any say or input in the matter. Asthe PATRIOT Act explicitly prohibits
disclosure of the order for documents, it is highly unlikely that anyone within Canada would even have
knowledge of the occurrence.

U.S. caselaw illugtrates that the absence of PATRIOT Act powers has not prevented U.S. law
enforcement from obtaining records if needed, even where disclosure might violate another
jurisdiction’slaws. Over the years U.S. courts have often ordered companies to comply with U.S.
disclosure orders so long as the court had jurisdiction over the company in control of the requested
materid. The courts have often ruled that foreign secrecy and confidentidity laws are less important
than U.S. crimind investigations and subsequently required disclosure. This precedent will presumably
apply to other nationa privacy laws, including Canada s Personal Information and Electronic
Documents Act (PIPEDA)’.

When dedling with thisissue, U.S. federd and state courts have conventiondly adopted the
Restatement (Third) of the Foreign Relations Law of the United States (1987) (“ Restatement of
Foreign Relations’). Section 403 of the Restatement addresses conflicting laws and advocates a
baancing test that congders the following factors: (1) the competing interests of the nations whose laws
arein conflict, (2) the hardship of compliance on the party or witness from whom discovery is sought,
(3) the importance to the litigation of the information and documents requested, and (4) the good faith
of the party resisting discovery. The anadyssis not limited to these factors, however, and it may

S\Whitehouse v. United States Dist. Court for Dist. of R.1.53 F.3d 1349, 1357 (1st Cir. 1995).
¢ Quail, Jim “ USPATRIOT Act extends its tentacles into Canada”. Vancouver Sun, Monday June 28, 2004.
"PIPEDA, S.C. 2000
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encompass additiona congderations. Based on this test, the possibility of civil or crimina sanctionsin
another jurisdiction will not necessarily prevent enforcement of a subpoena®

U.S. courts have ruled that records of aforeign parent corporation may be reached by an order to a
subgdiary subject to U.S. persond jurisdiction. Thisis evidenced by casesinvolving grand jury
subpoenas where subsidiaries were ordered to compel production of documents controlled by the
foreign-based parent company. The courts typicaly employed a baancing test to determine whether to
grant amotion to quash a grand jury subpoena where the records sought are abroad. There appearsto
be few cases where grand jury discovery was denied®.

These implications bring to light another sartling possihbility - the suggestion that the FBI may be given
access to Canadian library records for the smple reason that our libraries are linked in some way to
libraries within the U.S,, such as through an interlibrary loans system. It is unclear whether or not this
occurrence could feasibly take place but in the legal opinion of New Y ork lawyer Jamed Jaffer of the
American Civil Liberties Union, section 215 can be used againgt any person, business or organi zation,
induding libraries'®. Another possibility isthat it is aready happening - that the FBI has been accessing
our records for some time now and we here in Canada are Smply unaware.

|ssue:

Section 215 of the PATRIOT Act dlows U.S. federa authorities to force bookstores and libraries with
aconnection to the U.S. to turn over records of their customers reading habits without judicid review.
It dso forbids librarians and booksdllers from telling patrons that the government might be monitoring
them.

Privacy Implications

Many of the negative implications that the U.SA. PATRIOT Act may have on Canadians came to light
through public feedback on the privacy implications of a proposed B.C. government outsourcing of
provincid hedth datain 2001. In response to this public outcry, the B.C. Information and Privacy
Commissioner, David Loukiddlis, issued arequest for submissions entitled “Assessing USA PATRIOT
Act Implications for Privacy Compliance under British Columbia’s Freedom of Information and
Privacy Act” in May 2004. One of these submissons made by University of Ottawa Law Professor
Michadl Geist and co-author, Milana Homs, examines the wider scope of the U.SA. PATRIOT Act, in

8Geist, Micheal and Milana Homsi, The Long Arm of the USPATRIOT Act: A Threat to Canadian Privacy? A Submission on the
USA PATRIOT Act to the B.C. Information and Privacy Commissioner. July 2004.

% Ibid.

10 Office of the Information and Privacy Commissioner for British Columbia. Request for Submissions: Assessing USA PATRIOT
Act Implications for Privacy Compliance under British Columbia’s Freedom of Information and Protection of Privacy Act. May
28, 2004.
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how it affects the privacy rights of Canadiansin generd, as opposed to only resdents of British
Columbia*

Within Canada, Geist podits, privacy compliancein this senseis necessary under the Personal

| nformation and Electronic Documents Act'? (PIPEDA), which establishes the obligations of
organizations in regards to the data that they collect in the course of commercid activity. Unless subject
to asubgtantiadly smilar provincid law, the act applies to every organization in Canada that collects,
uses or discloses persond information

Geig and Homs further examine the PIPEDA touching on severd important facts:

. The PIPEDA addressesthird party disclosuresin Principle 4.1.3., which outlines that
organizations transferring data for processng must provide for a comparable level of privacy
protection for the data through contractua or other means. Similarly, organizations transferring
persond information must obtain sufficient contractua protections from third parties prior to
trandferring such informetion in order to comply with the Satute.

. Organizations subject to U.S. persond jurisdiction that disclose persond information without
consent or prior disclosure in compliance with U.S. disclosure orders, whether granted by
grand jury subpoenas, national security letters or FISA Section 215, risk violating PIPEDA
unless (i) the organization obtained prior consent for the disclosure or (i) the disclosure qudifies
for one of the Act’s exceptions.

. PIPEDA includes severd exceptions for disclosure of persond information without knowledge
or consent: 1) Section 7 (3) (c) enables an organization to disclose persond information where
it isrequired “to comply with a subpoena or warrant issued or an order made by a court,
person or body with jurisdiction to compe the production of information”, and 2) Section 7 (3)
c.1 permits disclosure without consent where the disclosure is made to a government ingtitution
where (ii) the disclosure is requested for the purpose of enforcing any law of Canada, a
province or aforeign jurisdiction, carrying out an investigation relating to the enforcement of any
such law or gathering intelligence for the purpose of enforcing any such law. Theincusion of
foreign laws within this exception indicates that disclosure for U.S. counter-terrorism
investigations through National Security Letters or Section 215 orders might quaify under the
PIPEDA exceptions. The issue is whether “government inditution” is limited to a Canadian
government indtitution or if aforeign government inditution could suffice. If the exception is
limited to Canadian government inditutions, U.S. authorities would likely need to tender their
requests for disclosure through the Canadian Security Intelligence Service (CSIS) or the
Canadian Department of Justice to qudify.

2 Geist, Micheal and MilanaHomsi, The Long Arm of the USPATRIOT Act: A Threat to Canadian
Privacy? A Submission on the USA PATRIOT Act to the B.C. Information and Privacy Commissioner. July 2004
2 PIPEDA, S.C. 2000
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. It should be noted that the Public Safety Act, 20022 recently amended PIPEDA to dlow for
the collection and use of persond information without consent by certain private organi zations
for purposes of nationa security, mainly air carriers and reservation system operators. The
amendment has been under heavy criticism by the Federd Privacy Commissoner who argues
that the ability to obtain information from private sector businesses without prior judicid
authorization is asgnificant expanson of the powers accorded to law enforcement officidsin
Canada.

When examining the privacy implications of the U.SA. PATRIOT Act for Canada, it isimportant to
note that the language of the PIPEDA is ambiguous with reference to disclosures to foreign law
enforcement authorities, and thereislittle in the prior findings (such as case law) to provide guidance on
this point. In the absence of explicit language and with no case law to guide the find decison, it is
unclear how such a dispute would be decided in the end.

Also important to note is that many of the provisons included in the act, including Section 215, festure
asunset clause that will cause them to expire on December 31, 2005, unlessthe U.S. Congress renews
the enumerated powers prior to that date.

Options:

Government agencies and legd minds that have thus far contemplated the privacy implications of the
U.SA. PATRIOT Act for Canada have made recommendation of afew options that may help protect
Canadian’s private persond information from US authorities. None of these are guaranteed to protect
our privacy, and some, such as enacting new legidation or amending current legidation to make way for
such provisons are time-consuming and gill are not guaranteed after their implementation.

. In response to the BC medicd records case that arose in 2001 the BC Information and Privacy
Commissioner made recommendation for the Ingtitute involved to employ better contractud
protectionsin the future'. Such protections would include: the clear specification of privacy
protection requirements, aright to terminate the contract if privacy rules are violated, control
over changesin data security arrangements, and control over sub-contracting and third-party
access. However, these solutions are not availableif the players are under the gpplicable scope
of the U.SA. PATRIOT Act, meaning that if outsourcing by a public body in turn gives access
to persond information to a contractor that is within the reach of the PATRIOT Act, contractua
safeguards will not assure compliance with our privacy legidation. The same Situation arisesin

= An Act to amend certain Acts of Canada, and to enact measures for implementing the Biological and
Toxin Weapons Convention, in order to enhance public safety, SC 2004, C.15.

# Quail, Jim “USPATRIOT Act extends its tentacles into Canada” . Vancouver Sun, Monday June 28, 2004.
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cases where the contractor possesses, controls or even has smple access to persond
information about Canadian citizens.

Professor Michad Gelst’ s report concludes with four recommendations on how to eiminate or
gopropriately mitigate the privacy risks ariang from any such disclosures. These include:
(1) consgdering aban on governmenta outsourcing of persona information,
(2) establishing aforma or informal agreement with U.S. law enforcement agencies on
requests involving Canadian data,
(3) amending PIPEDA to meet the U.S. blocking statute standard (discussed below),
and
(4) darifying thejurisdictiond reach of PIPEDA. Gelst’s suggestions al require action
on the part of the Canadian government, which first will require a concerted effort by
stakeholdersto lobby for action, and to recruit other like-minded groups to write |etters
or request meetings.

Michael Geigt assertsthat blocking statutes are one of the only successful deterrence
mechanismsto disclosure. A blocking statute is alaw that effectively prohibits compliance with
aforeign legd requirement by creating a punishable offence within the loca jurisdiction. In this
context, a blocking statute would prohibit an organization from disclosing localy held records
for non-domestic investigations, unless specific permission is sought from a court of that
jurisdiction. Once again, to enact such a piece of legidation, action on the part of the Canadian
government needs to be taken.

Recommendation:

Libraries should seek legd advice as to the impact of the USA PATRIOT Act in their particular
circumstances.

Some possible actions to consider.

Explore using Canadian companies with no affiliation to the U.S. for future records systems;
Amend current contracts and include in dl new contracts with U.S. companies the details
recommended by the BC Information and Privacy Commissioner (the clear specification of
privacy protection requirements, aright to terminate the contract if privacy rules are violated,
control over changes in data security arrangements, and control over sub-contracting and third-
party access);

Compose a bulletin to be posted in dl libraries and sent to card holders informing them of the
implications of the USA PATRIOT Act on ther right to privacy and encourage them to write to
their Member of Parliament expressing their concern over thisissue,
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